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ABSTRACT 1 INTRODUCTION

Low-income merchants in India, who conduct business via makeshift
shops and handcarts, are increasingly using digital payment sys-
tems for business operations. Although these merchants are a key
stakeholder in digital payment ecosystems, they have not yet re-
ceived much attention from the research community. We present a
qualitative study consisting of observations and interviews with 24
low-income merchants and 10 agents that explores the vulnerabili-
ties merchants experience as they adopt and use digital payments.
Using the notion of vulnerability as a lens, we show how socio-
technical interactions between merchants and agents contribute to
at least four different types of vulnerabilities: access-based, identity-
based, financial, and informational vulnerabilities. We discuss how
agents, customers, and fraudsters take advantage of merchants’ vul-
nerabilities to commit different types of fraud that lead to serious
harm for merchants. We show how merchants developed strate-
gies to combat fraud that lead to more work and extra burdens for
merchants. Our research suggests a cyclic model of vulnerability
that exposes the cumulative effects of vulnerabilities, frauds, and
harms experienced by merchants. We end by providing practical
recommendations for digital payment companies to break this cycle
and better serve low-income merchants.
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Digital payment systems are becoming an integral part of people’s
lives, with 2020 reports estimating that digital payments produced a
global revenue of about 5.4 trillion dollars [26]. In India, where our
research is situated, the adoption and use of digital payments has
been accelerated by government initiatives, including the demon-
etization of currency in 2016 [29, 31]. Although digital payment
systems promise to bring new benefits to low-income communi-
ties, including last-mile financial inclusion [19, 70, 73], they also
open people up to new vulnerabilities and the potential for fraud,
especially for new technology users that do not understand how
digital payments work or how to protect themselves from harm.

A growing body of HCI and ICTD work has examined the ben-
efits and pitfalls of digital payment systems, including factors in-
fluencing adoption [32, 42, 56], trust [11, 18], security and privacy
[9, 35, 72], and more. However, for the most part this work focuses
on the experiences of customers (i.e., individuals purchasing goods
and services). Much less attention has been paid to understand-
ing the experiences of low-income merchants, who run makeshift
shops and handcarts, selling vegetables, snacks, cheap electronic
accessories (e.g., screen protectors, earphones, and chargers), and
more. These merchants are key stakeholders in digital payment
ecosystems, and increasingly rely on digital payments for business
operations [64, 80]. Thus, there is a need for more research to under-
stand merchants’ experiences, including the vulnerabilities, frauds,
and harms that arise when using digital payment systems.

We contribute a qualitative study that focuses on the follow-
ing research questions: RQ1: What vulnerabilities do low-income
merchants face as they adopt and use digital payment systems?
RQ2: What kinds of fraud, and corresponding harms, do merchants
experience in light of these vulnerabilities? and RQ3: What strate-
gies have merchants developed to try and combat the fraud they
experience? To answer these questions, we conducted field observa-
tions and interviews with 24 low-income merchants and 10 agents
who were employed by digital payment companies to recruit and
onboard merchants. We use the notion of vulnerability as a lens
to examine the socio-technical interactions between merchants
and agents. In particular, we draw inspiration from McDonald and
Forte’s identity-based vulnerability [51] and Calo’s perspectives
around situational vulnerability [15] to unpack the different kinds of
vulnerabilities, and corresponding harms, that merchants encounter.
We organize our findings around the three phases of the Money-
work framework, which separates interactions into pre-transaction,
at-transaction, and post-transaction activities [66].

For RQ1, we show how socio-technical interactions between
agents and merchants contributed to at least four types of vulnera-
bilities across all three phases of the Moneywork framework.
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For instance, during onboarding, agents used coercive strategies
to convince merchants to hand over their smartphones, resulting in
access-based vulnerability. Agents then used the device to access and
share merchants’ personal information without their consent, lead-
ing to identity-based vulnerability. Subsequently, merchants’ lack
of training on digital payment apps led them to rely predominantly
on SMS messages to verify customer payments, contributing to fi-
nancial vulnerability that opened up opportunities for customers to
commit fraud. Meanwhile, lack of access to information and support
resulted in informational vulnerabilities that created opportunities
for merchants to fall prey to scams.

Turning to RQ2, we demonstrate how agents, customers, and
fraudsters took advantage of different vulnerabilities to commit
many types of fraud that resulted in serious harm for merchants.
For example, agents took advantage of access-based vulnerabili-
ties to enter the wrong bank account details into the merchant’s
digital payment account. During face-to-face purchases, customers
took advantage of merchants’ identity and financial vulnerabili-
ties to commit fraud by faking payment verification messages, and
fraudsters took advantage of informational vulnerabilities to send
intimidating messages that tricked merchants into sending them
large sums of money. The types of harm we encountered constitute
both objective harm, such as livelihood loss, and subjective harm
in the form of anxiety, stress, humiliation, and embarrassment [14].

For RQ3, we saw merchants use different coping strategies to try
and minimize the harm they experienced, such as seeking support
from companies’ customer care, agents, and family. A few mer-
chants also used cheap webcams to capture photos of fraudsters
and stuck them to the shop to humiliate the customers. These strate-
gies had varying degrees of efficacy and placed additional burdens
on merchants via the time, energy, and extra work they required.

We discuss how our findings suggest a cyclic relationship be-
tween socio-technical actions, vulnerabilities, fraud, and harm,
rather than the linear relationship suggested by prior work [14,
15, 51]. For example, lack of training on digital payment apps led
to financial vulnerability during customer purchases, resulting in
opportunities for customers to commit fraud, which led to liveli-
hood harm for merchants. This harm pushed merchants to seek
support from customer care that was ineffective, contributing to
information vulnerability, which led to more fraud and harm.

We close by discussing practical recommendations for digital
payment companies to better engage, train, and support merchants,
disrupting this cycle of vulnerabilities, frauds, and harms, and lead-
ing to better experiences for merchants.

In sum, our research expands existing knowledge of digital pay-
ment systems by examining the experiences of low-income mer-
chants, an understudied but key stakeholder in this ecosystem. We
discuss many vulnerabilities, frauds, and harms that merchants
encounter when adopting and using digital payment systems, and
suggest practical ways for companies to improve their training and
support programs to better serve low-income merchants.

2 RELATED WORK

Digital payments in the Global North. Digital payment systems
have been the focus of HCI and CSCW research in Western contexts.
In particular, studies have focused on payment systems’ adoption
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[20], perceived usefulness and ease of use [47], and end-users’ agen-
tic practices [25, 47]. Other studies have explored users’ security
and privacy challenges in the real world [7, 68]. A cluster of studies
have explicitly focused on the shortcomings of digital payment
systems, such as end-users’ difficulty managing their balance in the
digital wallet [48], the limitations of collaboration [82], end-users’
lack of trust [20], privacy attitudes [5], and perceived risks [81, 83]
associated with digital payment systems.

Beyond studying the experiences of end-users/customers, studies
have also sought to include other stakeholders [6, 69]. For example,
Ondrus et al. adopted a multi-stakeholder perspective, looking at
motivations and perspectives of merchants adopting digital pay-
ment systems [36, 62]. Several factors, such as cost of the customer
base, ease of use, and reliability were taken into consideration while
studying merchants’ use of the payment system. In a similar study,
Mallat also highlighted how merchants tend to be an important link
in digital payment systems [49]. This small set of studies emphasize
the need for a stronger understanding of merchants’ experiences,
since they are critical to complex commerce ecosystems. Our work
expands the focus of this research to the Global South, where mer-
chants may experience different constraints and challenges.

Digital payments in the Global South. Digital payment systems
have also been an important focus of ICTD research and are fre-
quently considered important tools for last mile financial inclusion
[30, 70]. Much of this research is again centered on customers, fo-
cusing on adoption [32, 42, 56], usability [52, 53, 65], trust [11, 18],
security [9, 72], financial literacy [45] and privacy [35]. For instance,
Ibtasam et al’s work showed how digital payment apps installed
on men’s smartphones were shared in the household, providing
women with financial accessibility [38]. Razaq et al. explored differ-
ent types of financial fraud that targeted individuals, demonstrating
social engineering techniques that led to financial harm [71].

Beyond customers, research has shown that agents have been
instrumental in assisting with adoption and financial literacy in
low resource contexts [33]. Several studies have examined the role
of agents in enabling long-term adoption and use of financial ser-
vices by providing support infrastructure [1, 23, 39, 54]. Within
the context of digital payment systems, studies have explored how
agents assist individuals in onboarding, solving day-to-day issues,
conducting transactions on users behalf, and distributing benefits
[33, 44, 77]. In particular, Odoom and Kosiba showed how agents
play a crucial role in influencing end-users’ decision to adopt and
use digital payment apps [60]. However, the major focus of these
studies has been on agents who cater to customers’ needs.

Digital payment systems in India became particularly impor-
tant after the government’s demonetization of currency in 2016
[29, 31]. Companies like Google, Amazon, and PayTM employed
on-the-ground agents to convince and onboard merchants to their
payment platform [13, 28, 78]. Early studies have looked at this
space by examining merchants’ adoption practices [17]. Pal et al.
examined merchants’ perceptions of demonetization and the chal-
lenges adopting payment systems in urban markets, hinting at
decreased usage of digital payment apps [64]. Vashistha et al. exam-
ined the perceived benefits and pitfalls of using digital payments
for customer-merchant transactions, finding that customers were



Who is protecting us? No one!

interested to adopt digital payments for referral rewards and sign-
up incentives, but were hesitant to use them regularly, whereas
merchants saw digital payments as an unnecessary burden [80].

Our contributions. We expand this literature in several ways.
First, we examine the interactions between merchants and the
agents (as opposed to customers) employed by digital payment
companies to onboard them to the company’s platform. Second,
we highlight vulnerabilities merchants face when using digital
payments, and demonstrate how these vulnerabilities lead to fraud
and subsequent harm for merchants. We also discuss strategies
merchants have developed to try and mitigate the vulnerabilities
and fraud they experience.

Vulnerability as a lens. Our study uses the notion of vulnerabil-
ity as a theoretical lens, adopting two main perspectives. First, we
draw inspiration from McDonald and Forte’s work on the notion
of identity-based vulnerability in the context of privacy in HCI
systems [51]. They define vulnerable populations as those whose
safety and well-being are likely to be affected by privacy violations
[51]. They argue that existing privacy theories [3, 58, 84] focus
and argue at the level of the collective and overlook individuals on
the margins who do not have voice. This is also true in contexts
outside privacy where McDonald and Forte’s perspective stands
in strong contrast with Fineman’s vulnerability theory. Fineman
considers vulnerability as a universal part of the human condition
that is shared by everyone [27]. In reality, this is not the case as the
structural barriers and social inequalities have subdued voices and
experiences of marginalized individuals [21]. Dym and Fiesler high-
lighted that such conditions make vulnerable populations, such as
LGBTQ+ people, face intensified privacy risks through information
sharing when compared to other communities [24].

Second, we draw inspiration from Calo’s complementary per-
spective on vulnerability suggesting that, in addition to identity-
based vulnerability, situational circumstances also render a person
vulnerable [15]. Within this perspective, Calo indicates that vulner-
ability is not a product of “happenstance”. Instead, it is a by-product
of engineered circumstances that can be controlled and mitigated
with appropriate actions. Chancellor et al. demonstrated how hash-
tag moderation strategies implemented by Instagram to curb pro-
eating disorder practices were successful with certain tags while
pushing individuals to find new tags that made them more vulnera-
ble [16]. We draw on both McDonald and Forte’s [51] and Calo’s
[15] perspectives in our study of low-income merchants, a marginal
population whose voices have thus far been underrepresented in
digital payment research and practice [10].

3 METHODS

We conducted an IRB-approved qualitative study focused on the
following research questions: RQ1: What vulnerabilities do low-
income merchants face as they adopt and use digital payment sys-
tems? RQ2: What kinds of fraud, and corresponding harms, do
merchants experience in light of these vulnerabilities? RQ3: What
strategies have merchants developed to try and mitigate the effects
of fraud they experience? To answer these questions, we recruited
34 participants: 24 low-income merchants and 10 agents over five
months. The study was conducted in Delhi, Mumbai, and Hyder-
abad in India and all fieldwork took place before the COVID-19
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pandemic (Sept 2019 - Jan 2020). We first describe the context in
which our research took place before discussing our methods.

Context: India’s digital payment ecosystem. India’s digital pay-
ment system is built on the Unified Payment Interface (UPI) initia-
tive launched by the government in 2016 as part of their Digital
India program [43]. UPI enables users to initiate real-time inter-
bank money transfer through a unique UPI ID assigned to each
individual [64]. In the last five years, more than fifty companies
have used UPI to launch digital payment apps. To initiate a digital
transfer, a customer either 1) scans a merchant’s unique QR code
(see Figure 1.A), 2) enters the UPIID, or 3) inputs the phone number
linked to the UPI ID. To drive adoption of their platform, payment
systems regularly offer users periodic cashback or digital points
services that can be redeemed against future purchases.

Within the payment ecosystem, our study focuses on the expe-
riences of low-income merchants. These merchants sell different
kinds of commodities in makeshift shops and handcarts, such as
vegetables, snacks and tea, electronic accessories like screen pro-
tectors, earphones, and chargers, and prepaid mobile top-ups (see
Figure 1.A). Their gross daily revenue is around ¥400-1000 (appx.
US$6-13), putting them in the low-income category [10, 41, 44]. To
enroll merchants into their program, companies use agents to ap-
proach, advertise, and onboard the merchants. Agents are allocated
dedicated areas within the city to visit and advertise the digital
payment platform to the merchants.

A typical onboarding process involves multiple agents, each as-
signed to different parts of the process. For instance, one agent
approaches the merchant and advertises the idea of digital pay-
ments. They pass the information to another agent who works with
the merchant to download, install, and register them on the app.
A third agent completes the verification process (also called Know
Your Customer, KYC) and links the QR code to the merchant’s
bank details through the digital payment app. All the agents, along
with their supervisor, coordinate their work to complete the steps,
onboard merchants, and meet daily targets set by the company. As-
signing multiple agents for different stages allows digital payment
companies to recruit and train more agents, each only requiring
training on the part of the process they specialize in, rather than
having to train all agents on all parts of the onboarding process.

As part of their onboarding, merchants receive a QR code sticker
that is mapped to their new UPI ID that customers can scan to pay
and purchase an item. Merchants receive the money in their app
instantaneously upon successful transaction, along with an SMS
and in-app notification. In our study we observed merchants using
an average of three different payment apps for their business. The
onboarding ends with agents’ pay providing necessary training
to use the app, techniques for troubleshooting basic issues, and
promoting awareness of prevalent kinds of fraud.

Agents are compensated via an incentive-based model. In a typi-
cal scenario, agents are paid ¥80-120 or US$1-3 at each stage of the
onboarding process. For instance, if the agent completes installation
of the app on the merchant’s phone and registers them in the system,
he receives a portion of the commission. Consequently, agents pay
is dependent on the number of customers they are able to onboard.
Companies often prescribe daily targets for agents and push them
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to onboard as many merchants as they can. Once the merchant is
onboarded, agents do not receive any further commission.

Participant recruitment. To recruit merchants, we explored dif-
ferent market areas in Delhi, Mumbai, and Hyderabad where low-
income merchants conduct their business. These cities are known
for their large curbside markets. We approached one merchant after
another, explaining the objectives of our study. To diversify our
recruitment, we reached out to merchants in at least two different
markets within each city. To be eligible as a participant, merchants
had to be actively using at least one digital payment app in their
business for at least six months (avg=1 year 10 months, max=2
years 4 months). Based on this criteria, we recruited 24 merchant
participants (23 men). Table 1 provides participants’ demographic
details. Out of the 24 merchants, 13 merchants were daily users of
the digital payment systems, nine merchants stopped using at least
one of their payment systems, and two merchants reported actively
refusing onboarding attempts from at least one agent.

Agents were recruited through snowball sampling [34]. A few
merchants willingly provided the phone number of the agent who
completed their onboarding process. We started by reaching out
to those agents over a phone call and describing our research ob-
jectives. To diversify our participants, we leveraged agents’ daily
social congregations to recruit participants from diverse payment
companies. We approached merchants during these daily meetings
and invited them to participate in our research. As shown in Table
1, we recruited a total of 10 agents (all men).

Observations. We started our study with observations to under-
stand the daily business activities of merchants and agents around
digital payments. We closely observed five different merchants’
interactions while they conducted their business in their makeshift
shops and used their payment apps. In particular, we paid close
attention to how merchants (1) negotiated and conducted financial
transactions with their customers, (2) rectified issues around the
payment app(s), and (3) reviewed their daily business.

We also conducted observations with three agents. We followed
them as they went on about their work, such as participating in the
morning briefing meetings. We observed as they (1) shortlisted a
neighborhood to onboard merchants, (2) negotiated and convinced
merchants to install and use their payment app, (3) collaborated
with their peers to onboard the merchants, and (4) conducted follow-
ups with merchants in their allocated area.

We conducted observations with each merchant and agent, with
each session lasting between one to four hours, spanning 2.5 months.
During observations, we took detailed notes and asked probing
questions whenever our participants took a break. All observations
were conducted in Hindi.

Interviews. To complement our observation data, we also con-
ducted in-person semi-structured interviews in Hindi with both
agents and merchants. We interviewed 19 additional merchants. We
started our interviews by asking about their motivations for using
digital payments, adoption experiences, the challenges they experi-
enced while using digital payments, and the role agents played in
solving these issues. We also explored merchants’ privacy practices
and relevant issues with different kinds of digital payment systems.
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We compensated participants for their time by buying commodities
worth about ¥150 (US$2). Interviews lasted 45 minutes to one hour.
We also recruited seven more agents from four different payment
companies and conducted interviews at the end of their work day.
We began by explaining the purpose of the study. Then we asked
questions to understand their perceptions around specific aspects
of their work such as (1) on-boarding, (2) merchant verification, and
(3) troubleshooting specific merchant issues. Example questions
included: “How do you decide which merchants to approach and
onboard?”, “How do you convince the merchants to show your payment
app?”, and “What kind of issues do you receive from the merchants
after onboarding?”. All agent interviews were conducted in a public
setting like makeshift cafes. The interviews lasted between 45 and
90 minutes. To comply with companies’ established rules around
the payment of agents, we did not compensate agent participants.
Although our interview protocol explored topics common to
merchants and agents, we also deviated from the protocol where
required to capture interesting and emergent topics that arose.

Data Analysis. We collected 51 hours of observation data via de-
tailed notes and 29 hours of audio-recorded interviews. The record-
ings were translated into English and transcribed. We analyzed the
transcripts thematically [12] using MAXQDA software. We started
by reading through the transcripts carefully. Both the first and
second author took multiple passes on the transcribed data before
conducting open-coding. We avoided using any presupposed codes
and instead let the codes emerge from our data. Credibility was es-
tablished in two major ways. First, we used the process of member
checking [22] with a few participants to go over our initial analysis.
We also used prolonged engagement with our participants in the
field to solidify our understanding and take pluralistic perspectives
into account. Coding disagreements were resolved through mul-
tiple rounds of peer-debriefing in which all authors participated
[22]. At the end of multiple passes, our analysis produced 44 codes.
Examples include adoption challenges, compensatory practices, and
informational privacy. We iteratively refined the codes before clus-
tering related codes into six themes that represent our findings.
Example themes included strategies to onboard merchants, frauds
experienced by merchants, and coping mechanisms.

To organize and present our themes we used the notion of Mon-
eywork [66]. Perry and Ferreira define Moneywork as “the physical
and social actions individuals undertake to enable financial trans-
actions”. They divide interactions intro three distinct phases. Pre-
transaction includes planning activities that individuals undertake
before making purchases. At-transaction includes activities that help
individuals carry out purchases successfully. Lastly, post-transaction
includes activities that occur after the completion of transactions.
Using Moneywork as an analytical lens has proven effective for sev-
eral prior studies [37, 57, 63] and is also well-suited to our context.

Researcher Positionality. Our interpretation of our data is un-
doubtedly shaped by our background, subjective experiences, and
conversations with the merchants. Of the paper’s three authors, two
are from India and one from Africa. The first author, who conducted
the fieldwork, currently lives and works in India. The other two
authors are based at a U.S. university; each has years of experience
conducting research with communities in the Global South.



Who is protecting us? No one!

COMPASS ’21, June 28-July 2, 2021, Virtual Event, Australia

Merchants (n=24)

Agents (n=10)

Participants Observations & Interviews: 5, Interview only: 19
Gender Women: 1; Men: 23
Age Min: 18; Max: 57; Avg.: 35; S.D.: 10.96

Payment apps
used

Google Pay: 8; Amazon: 8; BhimPay: 8; Paytm: 24;
PhonePay: 14
Shop type Product sellers: 20; Service providers: 04

Gross income
(X/day)
Cities covered

Min:0-200; Max: 800-1,000; Avg.: 400-600.

Delhi; Mumbai; Hyderabad

Participants Observations & Interviews: 3, Interview only: 7
Gender Women: 0; Men: 10

Age Min: 20; Max: 37; Avg.: 27.9; S.D.: 6.3

Payment apps | Amazon: 1; Paytm: 3; PhonePay: 3; MSwipe: 3
used

Status of the | Active: 06; Resigned 04

job

Gross income
(X/month)

Cities covered

Min:15,000; Max: 25,000; Avg.: 20,000;

Delhi; Mumbai; Hyderabad

Education Secondary school: 12; High school: 10; Graduate: 2 | Education High school: 3; Graduate:5; Post-graduate: 2
Table 1: Demographic details of merchants and agents.
4 FINDINGS they allow us to put our foot inside their door... otherwise they

We present our findings according to the three stages of the Mon-
eywork framework [66]. We begin with pre-transaction activities,
including onboarding and installation, and demonstrate how agents
use coercive techniques to convince merchants to adopt digital pay-
ments (Section 4.1). Next, we discuss challenges merchants expe-
rience during at-transaction activities, primarily when interacting
with customers (Section 4.2). Finally, we describe post-transaction
activities beyond customer interactions (Section 4.3). While describ-
ing these activities, we demonstrate different kinds of vulnerabilities
and fraud that merchants experience and the corresponding coping
mechanisms they developed to safeguard themselves.

4.1 Pre-transaction: Adoption

In this section, we discuss sociotechnical practices between mer-
chants and agents that happen before merchants start using digital
payments for their business. In the process, we demonstrate sev-
eral challenges and vulnerabilities experienced by the merchants,
exposing them to potential fraud.

Convincing merchants to try the app. All merchants in our
study interacted with agents prior to using digital payment apps
in their business. Agents started their adoption strategy with tech-
niques that enabled them to approach the merchant, establish a
connection, and “get their foot in the door” to advertise their com-
pany app. A common technique used by the agents (n=6) was to
stick a promotional sticker of their company on the target mer-
chants’ shop without the merchants’ awareness (see Figure 1.B).
The promotional sticker then gave subsequent agents a form of cred-
ibility to approach and strike up a conversation with the merchants,
who were otherwise cautious of such interactions and refused to
entertain the agents. Agent 8, who worked for Amazon Pay, de-
scribed how he routinely stuck the company’s QR code stickers
beside other competing digital payment companies to establish
contact with the merchants:

“We don’t need permission from the merchant to put our QR code
stickers on the shop as we are just advertising. Putting the sticker
is like sharing the advertisement for the Amazon company’s app.
My colleague goes the next day and uses the sticker as a way to
introduce the company. ... He tells the merchants that it would be
beneficial for them and their customers as everyone will receive
cashback if they use the app. .. The stickers are very useful because
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don’t receive us well at all.”

Agents also leveraged their local community knowledge to per-
suade merchants to adopt their payment system. For instance, sev-
eral agents shared fabricated “success” stories of nearby shops that
they onboarded and the resultant gain in customers, making mer-
chants feel insecure about the future of their business. This coercive
technique convinced the merchants to try their company’s digital
payment app. We observed Agent 7, a PhonePay agent, describing
this strategy to Merchant 12 in his own words:

“Look, whether you like it or not, digital is the future. If you do
not use these digital systems then you will not be able to make
big profits... Everyone is adopting it. Even that tea vendor who
earns less than you is using it. Now he is earning 3600 more daily.
Don’t you want to be part of digital India? Or do you want to lose
your money to him?”

Agents resorted to fear-instilling conversations that referred
to merchants losing a significant portion of their customers to
competitors who were willing to install and use the app. In our
observations, just a few minutes of such intimidating conversation
led Merchant 12 to open up to the agent’s proposal and ask further
questions about the app. Agents described how they used these
techniques to increase their chances of successfully onboarding the
merchant and fulfilling the ambitious targets set by their company.
On average, we found that agents were required to onboard eight
merchants per day in a ten hour work shift to meet their goals and
earn a decent commission.

Vulnerabilities during installation. After establishing a connec-
tion with the merchant, agents convinced them to hand over their
smartphone to install the app. Agents did this by showing screen-
shots of lucrative app features, such as cashback or microloan offers.
After taking the merchant’s smartphone, the agent went straight to
the Play store and installed their company app (see Figure 1.C,D).

While downloading the app, agents found small pockets of time,
often while the merchant was dealing with a customer, to peek at
the merchants’ information in order to profile them. We observed
agents scanning other competitor apps installed on the merchant’s
phone to understand their daily cash flow, total transactions, usage
frequency, and the cashback they received. For instance, Agent 9
described how he glanced at the SMS containing daily transaction
information that a merchant received in the last five days while
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the merchant was busy. The information in the SMS helped him
understand the merchant’s usage. Agents then used the informa-
tion to form strong arguments to convince the merchant to open
an account with their company. Agent 9, on seeing relatively few
transactions and perceiving a risk of losing the merchant, promised
them a new speaker that came with the app to attract the merchant
and convince him to register. Other agents used merchants’ infor-
mation to promise higher cashback prices than their competitors,
assure efficient support, affirm swift transfer of money from their
apps to the bank, and promise creation of a business profile for
the merchant on the app. A few agents even pushed merchants to
delete competitors’ apps.

Our analysis shows that merchants had minimal understanding
of agents’ actions on their phones. Merchant 03 described how an
agent took his smartphone to install the app and make an account:

“The agent was using both his smartphone and mine for making
my digital account. He told me that he has downloaded the app
on my mobile phone through which I could get money digitally.
He was doing something on my smartphone and his smartphone,
going back and forth at the same time. He kept doing multiple
things without telling me. He was sometimes opening my gallery
and SMS, but I let it happen as he told me it is important.”

Agents’ tactics made merchants vulnerable when they lost ac-
cess to their own personal smartphones to the agents during the
adoption process. Merchants experienced reduced agency when
they were unable to say “no” to the actions that agents did on their
device, creating access-based vulnerabilities. Merchant 05 described
his loss of agency and “helplessness” in a similar situation where
an agent pushed him to delete other apps and install their own:

“The agent suggested me to use his app only and remove others
as he said that it is giving the best cashback. I asked how much
cashback I will get by using the new app. He said it is better than
the one I am using. I don’t not know how he came to know that.
Also if I remove the app, I lose customers, but if I miss this app, I
lose high cashback. I feel helpless as a person who does not know
much about these things.”

Marques et al. defined access-based vulnerability as a state in
which an individual’s reduced or complete lack of access exposes
them to potential harm [50]. Previous research shows that trust
in the other party plays a key role in encouraging individuals to
give up their access, despite feeling vulnerable, because of their
positive expectations of the other party’s intentions [46, 50]. Despite
their apprehension, merchants in our study decided to trust the
agents and put themselves in a vulnerable position because agents
promised positive business opportunities through digital payments.

Interestingly, the practice of agents taking merchants’ smart-
phones contradicted the best practices laid out by agents’ compa-
nies, whose official directives explicitly discourage this behavior.
Instead, agents are supposed to guide the merchants through in-
stalling the app on their own. However, none of the agents we
observed followed these practices because it took too much time
and therefore impacted agents’ remuneration. Agent 7 who on-
boarded Merchant 24, said he would have lost commission from
onboarding two other merchants if he had Merchant 24 do all the
steps on his own. Agent 7 described how his supervisor pushed
him to think along these lines:
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“When I became an agent, I was appointed to a supervisor who
gave directives to all of us ...I still remember on my first day he
told me — ‘The only thing that is important for you is to reach your
daily target. So keep your head down, make sure to not waste your
time, go to a shop, onboard them as quickly as possible, get lost
and go to the next shop. That is it... As long as you are meeting
your numbers you will be fine.”"

Vulnerabilities and fraud during account creation. The next
step in the process involved agents persuading merchants to create
an account in their newly installed app. Frequently, agents con-
vinced merchants to let them do this by promising to delete the
account later. During account creation, agents acted as interme-
diaries, collecting sensitive information from merchants, such as
their phone number, photos of the merchant and their shop, and
Aadhaar ! details. They also collected financial information, such
as bank account details, daily earnings, and tax details. In addition
to entering these details in the official agent app provided by the
companies, agents often shared these details via unofficial channels,
such as WhatsApp groups, to coordinate and seek assistance from
peer agents to onboard merchants. For instance, we observed Agent
1 initiating a video call while sharing Aadhaar and shop details
of the merchant on WhatsApp when he had trouble validating
the merchant’s credentials and linking his bank account. Agent 5
described a similar process:

“Sharing information and coordination is vital in our network.
As multiple agents visit the same shop, we achieve daily targets
faster if we share the information over WhatsApp groups...we
share proofs [photos of the IDs] along with strategies to onboard
the merchant. This might include information like, ‘merchant
likes cashback offers, talk about cashback when you visit.””

Disregarding the official instructions provided by their company,
agents did not explain to merchants their sharing practices or why
they needed certain pieces of information they requested. Con-
sequently, participants like Merchant 24 described how they felt
frustrated during the onboarding process:

“No information was given to me when he [Agent 7] made my
account on this payment app. He took my phone... asked me for
my bank details, my mobile number, my Aadhaar number and
entered those in his phone and mine ...I don’t know what he
was doing or how he used that information to make the digital
account. He even took a photo of the shop. What is the need of
taking the photo of my shop, I don’t know!...I tried to ask him
but he told me that I don’t have to worry and that company asks
for these details while creating an account.”

Sambasivan et al. [75] defined a proximate-enabling intermediary
as an individual who extends the limited technology knowledge of
end-users while fulfilling their objectives. Sambasivan showed how
individuals used this position of power to assist marginalized users.
Departing from this definition we saw that our intermediaries took
advantage of their position of power to share personally identifiable
information, contributing to vulnerability in the form of identity
loss. Identity-based vulnerability has been described by Solove as
a situation where an individual’s identity is jeopardized through

! A 12-digit unique biometric ID used in India to establish proof for residency.
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information sharing practices that are outside individual’s control,
contributing to opportunities of identity theft [76].

A few agents took advantage of the merchants’ vulnerabilities
during onboarding to defraud the merchants. Four merchants de-
scribed how agents stole their earnings by entering the agents’ bank
account details during onboarding, instead of the bank details pro-
vided by the merchants. Merchant 9, who owns a small electronic
repair shop, described his experience:

“As the customers started using the payment service to pay me,
the problem started. I was not receiving the money that customers
were giving to me through the app. I was getting the SMS that
the transfer happened but money was not going to my account.
When I checked the transaction confirmation SMS, I saw that the
bank’s last four digits were not mine in the SMS ... Agent had
entered some other account number while making the account.
I strongly suspect the agent entered his details because he is not
even picking up my call now.”

Two merchants described how their lack of trust on the agent
prompted them to record agents’ activities through their spouse’s
or friend’s phone to capture evidence of any fraud agents might
commit while handing their phone. Merchants felt that the act
of recording in itself deterred agents from any foul play. A few
merchants used alternative techniques. For instance, Merchant 8
took a picture of the agent’s ID without his knowledge, noted his
name and number, and then audio-recorded their conversation.

Lack of training on using payment apps. After onboarding,
despite being part of their official responsibilities, agents did not
provide adequate training to the merchants around using the app
and troubleshooting basic issues. None of the three agents we ob-
served made merchants aware of prevalent types of fraud they
might encounter. As a result, merchants developed an incomplete
or inaccurate mental model of the digital payment app and corre-
sponding processes. Eighteen merchants were uncertain about how
their digital earnings moved from the payment app to the bank and
how to modify those settings. Merchant 8 explained his confusion:

“Even today I don’t know how to check my bank account and
how much money is currently in the app wallet, and how much
has gone to the bank. The app does not show the money that is
available in my bank...I panicked one day when I saw that app
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was showing zero rupees. .. My neighbor finally told me that app
had transferred to my bank.”

4.2 At-transaction: Customer Purchases

We now move to at-transaction activities. Perry and Ferreira out-
lined the at-transaction stage as comprising of face-to-face purchase-
related activities between the merchant and the customer [66]. In
our study, activities that contributed to challenges included receiv-
ing payments from customers, verification of transactions, and
managing social interactions around transactions.

Fraud via fake payment confirmation. Several merchants in
our study (n=12) shared how customers defrauded them when mak-
ing payments for purchases. Customers showed the screenshot of a
successful transaction from the previous day to avoid paying for the
merchandise they bought from the merchant. That way the screen-
shot of the app showed the same amount, same shop owner, and
a tick mark indicating a successful transaction, which merchants
checked to confirm, but did not check the date of the screenshot.
Merchant 24 described how he was cheated by a customer who
showed him a transaction of a big amount of ¥500 (US$9). Mer-
chant 24 realized his mistake when he never received an SMS that
confirmed the transaction. Merchant 2 described a similar situation:

“When the customer pays through the app, then I need to believe it
...One day the customer paid through Paytm and said his money
had been deducted from his account. But I did not receive any SMS.
I asked him how I can believe him, if I am not getting the message.
He said something about the issue with phone towers and signals,
which might cause the message to come late. I did not know all
this. So I did not argue. I still insisted on seeing some proof. He
did something on his phone for a few minutes and showed me the
screen. It said successful transfer. I was convinced. I let him go
...Inever saw him again. At night my son told me he committed
fraud by showing an old transaction. I did not know you could
do that! My son told me to check especially date and time ...they
are so small and easy to miss!”

Fraud via fake QR code stickers. Fraudsters also tampered with
the QR codes that merchants displayed on their cart or makeshift
shop. They printed and stuck fake QR codes over the original ones.
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While the fake QR code looked visually similar to the ones provided
by the companies, it contained a different UPI address that was
mapped to the fraudster’s bank account, instead of the merchant.
As aresult, every transaction that the customers did through the QR
code was credited to the bank account of the fraudster. Merchant 3
was one of the three merchants who was a victim of such fraud.
Merchants were unaware of the possibility of such fraud. When
asked, Merchant 3 shared his disbelief on how a physical sticker
could be used for such a purpose. He felt that “it is unimaginable
to think someone could cheat such complicated pattern that is not
understood by anyone.” As a result, merchants did not inspect their
stickers after they were installed. Merchant 3 suspected something
was wrong when he stopped receiving SMS notifications from one
of his digital payment apps despite multiple customers showing
successful transactions. After taking his sticker down, he sought
assistance from his nephew who tested the app by transferring a
small amount. To his surprise, the name that appeared on the app
when he scanned the QR code was different from the owner. When
he inspected the QR code sticker closely, he realized that someone
had stuck a different code over the original one. The merchant
immediately took the QR code down and stopped using the app.

Factors that made merchants vulnerable to fraud. Customers
and fraudsters took advantage of merchants by leveraging their vul-
nerable practices and identity, which made screenshot fraud very
effective. Merchants’ lack of training by the agents combined with
limited understanding of the payment app in the pre-transaction
activities pushed them to rely on limited technological cues to
verify customer transactions. Even though the payment apps pro-
vided several in-app cues, such as transaction ID, date and time of
transfer, sender’s UPI ID, phone number, and a visual tick mark to
indicate the transaction success (see Figure 2.A), most merchants
(n=21) relied only on the successful transfer SMS sent by the bank
or the app. It was also common for merchants to adopt and use
multiple payment apps on a single phone. For instance, Merchant
14, who owned a juice shop, used five apps, namely Paytm, Bhim
Pay, Amazon Pay, Phone Pe and Google Pay apps on his one phone
and displayed those QR codes on the wall of his shop (see Figure
2.B). This meant that he received several SMSs from different apps
on one smartphone for every customer purchase. This problem
was exacerbated when SMS confirmations were delayed due to net-
work issues. Vashistha’s at al. alluded to similar issues [80]. Such
practices and the resultant situations made merchants financially
vulnerable. Financial vulnerability has been defined as the inability
of an individual to protect themselves from harmful actions that
contribute to the direct and indirect loss of their income [4, 59].
Merchants verification practices combined with delayed con-
firmations created opportunities for customers to shift the blame
onto the merchant. They blamed merchants’ lack of technological
skills and inability to use the app, even publicly humiliating them
in front of other customers. Participants like Merchant 16 explained
how they ended up accepting the customer’s word to avoid further
embarrassment and not lose their other loyal customers:

“Another issue is that the customer says that the money has been
deducted from his account. But most of the time the money does
not reach me. ... They [customers] shout at me in front of every-
one, calling me a liar. I don’t want to lose my business for one
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transaction and close my shop. I am left with no choice but to
trust the customer. ... Customers are educated, unlike us. It is a
pity they find ways to avoid payment and make us suffer!”

To make the situation worse, we observed customers using these
strategies to commit fraud during the busiest business hours. Larger
crowds made it easier for them to shift the blame onto merchants
when they were less likely to check their devices for verification or
cause an altercation that might cost them other customers’ business.

Techniques to safeguard against fraud. Merchants did demon-
strate resistance against the fraudulent techniques through a range
of socio-technical strategies. A few merchants who owned mobile
top-up and smartphone repair shops repurposed cheap webcams to
capture customers they felt committed fraud and did not transfer
money. They printed out the photos and stuck them in front of
their shops to humiliate the customers. Merchants felt that these
paper-based artifacts also deterred other customers from commit-
ting similar fraud. As Merchant 14 explained:

“We have been fed up with the customers who do not pay for
what they purchased. Whenever a customer did not pay a big
amount, we printed their photo and pasted it in front of our shop.
... Mostly in our shop young boys and girls come. Irrespective of
whether the fraud customer will come back or not, their friends
will come and they will see their friend’s photo. We will tell that
the person in the photo has cheated and not paid. This way even
if the customer ran away from us it will bring embarrassment to
him, if his friends ask from him about the photo.”

A few merchants followed a more conservative approach by only
accepting digital payments from regular or trusted customers:

“Whenever someone does Paytm to me, I am worried whether
the money has come to me or not. I constantly check whether the
money had been transferred to my account or not. I do not allow
strangers to transfer through Paytm. You never know what trick
the other person can do and take away all your money or fool
you. I only allow those whom I know, otherwise I ask them to pay
me cash. It is okay for me to not earn money but it is not okay for
me to lose the money which I earned by working hard.”

Merchant 9 described how he maintained a log of what regular
customers bought from his electronic repair shop. Once the expen-
diture reached a certain amount, he requested his customers to pay
through the digital payment app. This method not only reduced the
number of transactions but allowed easier tracking of the amount.
Merchant 10 mentioned how he was especially wary of new cus-
tomers and did not allow them to use the digital payment system,
sometimes by saying that there were temporary issues with the
payment app. A handful of merchants, such as Merchant 21 did not
allow customers to walk away with purchased items until they con-
firmed that the money has been transferred, even if it meant longer
wait times for customers at the cost of embarrassment to merchants.
Lastly, a few merchants leveraged shared usage of the smartphones
with their family members and co-workers—a common practice
in Global South [2, 74, 79]—to manage transaction verifications
during busy hours. Merchant 11, who helped her husband run a
soda counter, shared how she kept an eye on the SMS they received
for the transactions, while her husband prepared and served the
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soda. Her husband asked the customer to wait until he received
approval from his wife.

4.3 Post-transaction: Beyond Customer
Purchases

The post-transaction stage comprises activities beyond face-to-
face purchases, including maintenance work and preparing for the
next day’s business [57, 66]. We now focus on the vulnerabilities
merchants faced while seeking support, troubleshooting, and main-
taining digital payment apps. We also describe challenges they
experience using digital money to prepare the next day’s business.

Lack of support from customer care and agents. In situations
when coping strategies did not work to prevent fraud, merchants
actively sought support from companies’ customer care after their
business hours. However, merchants struggled to follow the remote
instructions provided by the customer care to diagnose and/or re-
solve the problem. For instance, Merchant 24 described how he
called customer care because he was seeing his balance on the app
but could not figure out why the money was not getting transferred
to his bank account. When the customer care representative asked
him to navigate to the settings to verify the bank address, Merchant
24 was unable to replicate the instructions even on the third try.
His added fear of pressing the “wrong button” that might lead to
financial loss further hindered his ability to follow the steps sug-
gested by customer care. A few participants also described how the
long conversation times frustrated customer care representatives,
who promised to call back and follow up, but never did.

Consequently, merchants also sought assistance from the agents
who originally onboarded them, but the agents often did not pick
up the call because they were busy onboarding new merchants.
Even if the agents answered the merchants’ calls, they preferred
trying to solve the issue remotely over a call that resulted in similar
problems as customer care. A few agents who agreed to a physical
visit came very late, with an average of two days delay. Merchant
9 explained his frustration in getting support from customer care
and the agent:
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“T stopped receiving confirmation SMSs last week. I should be
getting the SMS whenever the transaction happens. I called the
customer care number and told them my issue. But they did not
clarify my issue; instead they told me that SMS might not be
coming due to network issues. I told them my network is fine. Then
they asked me to check some feature [notification permissions]
in my settings. I did not know where that was. I struggled for 20
minutes. The customer care person clearly was frustrated. What
is the need for me to take their app then experience anguish
with some random guy whom I have never met? ... He eventually
disconnected my call...I tried calling the agent who made my
OR code but that number was not working. I tried many times,
but the number was switched off. My neighboring shop owner
told me that had stopped working and gave another contact. This
agent also told me that he will not be able to come and help me
as he is not working in that area. .. It took me two weeks to do all
this during my business hours ... nothing came out of it. Finally
a long-term customer of mine sorted the issue.”

When we probed agents on this topic, they shared several issues
that hindered them from supporting merchants. Agents often cov-
ered areas in clusters. After they covered an area and onboarded
merchants, they moved to a new area. Most companies only in-
centivized agents to onboard merchants, not to support or sustain
them, so agents were reluctant to travel back to older locations and
provide support at their own expense. When the agents that we
observed realized they were getting a call from a merchant they
had already onboarded, they either ignored the call or promised to
help at a later date that they did not intend to fulfill. Such practices
deprived merchants of critical information to troubleshoot issues
and protect themselves from scams. Multiple prior studies have
indicated how such information asymmetry due to unequal posses-
sion and use of information contributes to information vulnerability,
opening up opportunities for fraud [8, 15].

A few merchants created a workaround to force agents to visit
their shops by hiding (or removing) the QR code stickers (see Figure
2B) or uninstalling the app. They felt that physically removing
the sticker from the shop would push the agent to come to the
neighborhood. Merchant 24 described how he managed to get his
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agent’s attention by removing the QR code from display and using
other companies’ payment apps instead.

Challenges preparing for next day’s business using digital
money. Merchants also experienced challenges in using their digi-
tal money to prepare for the next day’s business. Most low-income
merchants we interviewed sustained their businesses by reinvesting
a significant portion of their daily earnings in procuring materi-
als for the next day’s business. For instance, the vegetable seller
used his revenue from that day to visit the wholesale market to get
more vegetables for the next day. However, the upstream wholesale
traders from whom merchants bought their goods only accepted
cash. This created problems when the merchant’s prior day earnings
were primarily digital. Merchant 23 described:

“My income through these digital apps is constantly increasing. I
have two working men’s hostels in front of my shop. They only
pay through the app. Soon, I will have more digital money then
cash in my hand .... This money in the app is totally wasted with
my vegetable suppliers. They only take cash. The app money will
be tax. But cash they can hide. I am the one who is stuck between
the customers and these suppliers. I have no option but to listen to
both. Otherwise I will have to close my business. I have asked my
supplier several times to make an account on the app. He refuses
to my face ...I sometimes take cash from my good friend and
transfer him digital money. But how many times can I ask? It is
embarrassing.”

Moreover, when their earnings were low or non-existent, mer-
chants who were desperate also took micro-loans (known as Ud-
haar) from loan sharks to procure their daily merchandise. These
contractors provided cash, but with high interest rates that had
to be returned at the end of the day, and did not accept digital
money in return as it was officially accountable and traceable. Con-
sequently, most merchants (n=18) described how they felt trapped
and restricted as they struggled to use their digitally earned money.

Merchants were also skeptical and afraid to spend their digital
money on other services offered via digital apps, such as smart-
phone recharge, electricity and gas bill payments, buying public
transportation tickets, and booking travel tickets. Most merchants
(n=20) were reluctant to spend money on a service that they could
easily pay for with cash or lacked the knowledge to conduct such
transactions on their own. For instance, Merchant 19 described how
he preferred adding a top-up to his phone from his neighboring
shop and paying him at his convenience, instead of using the app.
This overall lack of ease to use digital money for activities in their
work and personal lives made merchants financially vulnerable.

Social engineering fraud via SMS and WhatsApp. Information
and financial vulnerabilities due to lack of support and stagnant
digital money provided further opportunities for serious fraud. One
such fraud exploited merchants’ inefficient support system and their
over reliance on SMS for verification by sending an intimidating
SMS message (see Figure 2.C) that claimed there were critical issues
with their payment account, such as a hold on the account due to
lack of accurate ID documents. These SMSs were designed to closely
resemble an official message with a similar sender ID and message
syntax. However, unlike an official SMS, the scammer appended
their personal number as the contact information for customer care.
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When merchants dialed the number the scammer pretended to be a
customer care agent and pressured them to resolve the account issue
immediately, with failure to do so resulting in account suspension.

Razaq et al. [71] and Pervaiz et. al [67] categorized such tactics
as intimidation frauds that leveraged individuals’ information vul-
nerability to pressurize and force critical information out of them.
Razaq et al. described how fraudsters used top-up cards as a major
way to steal money [71]. Victims had to physically go to a top-up
recharge broker, who at times warned the victim. Fraudsters in our
study leveraged digital payments to trick payments out of the mer-
chants. They shared a payment request link over the app, thereby
eliminating the middle-person, like brokers, who might act as a last
line of defense for the victim.

A variation of this fraud used WhatsApp calls from fake agent
profiles to entice merchants, claiming they had a fake cashback
amount pending in their account (see Figure 2.C). To establish trust
with the merchant, the scammer initiated a small transfer request
of money from their phone to the merchant’s phone. The successful
transfer of the small amount, which scammers cited as a transfer
to validate the account, convinced merchants of the cashback and
encouraged them to follow subsequent steps. Scammers then sent
a transfer request for the fictitious cashback promised. However,
instead of sending a request link to send money to the merchant,
they shared a link to request money from the merchant. Merchants
did not realize this subtle difference in the link and fell prey to it
because the notifications and steps to request payment and send
payment are quite similar. By the time merchants received an SMS
notification for the deducted amount, instead of a refund, it was
too late and the scammers were inaccessible. Merchant 9, who fell
for such a trap and lost money, described:

“A person posing as a Paytm representative called and said I am
eligible for the 1200 cashback but my cashback was stuck. He
even knew my name. So, I thought he must be from customer
care. He sent me an SMS with the request and I accepted the
payment. But in the night I realized that money was deducted!
... It was two days of earnings that they stole from me. Next day,
a regular customer told me that I should never accept such calls.
I just studied till 10th grade. How will I know all this?...1 tried
calling the company’s customer care. They said they can’t help.
What is the point? Who is protecting us? No one!”

In our study, four merchants mentioned receiving such calls at
least once, losing amounts ranging from 1,200 to ¥20,000 (US$15-
300). Even though agents we interacted with were aware of these
frauds, none provided any training to merchants on how to protect
themselves. A few merchants tried to minimize their exposure to
such fraud by opening and linking to a bank account used only for
their digital payment apps. They transferred their daily earnings
to this account, and then subsequently transferred it from that
account to their main bank account, which was not connected to
any payment apps. Merchant 6 described how this strategy ensured
his losses were limited to just one or two days of earnings.

These findings corroborate Razaq et al. [71], who found mobile
users in Pakistan were susceptible to SMS fraud. They saw how
fraudsters used socially engineered messages to do call-based fraud,
arguing that both urban and rural populations were vulnerable to
the loss of personal information and experienced financial fraud.
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5 DISCUSSION

Vulnerability frameworks in HCI4D contexts. Our findings
paint a concerning picture of merchants’ business lives and show
how they encounter at least four different types of vulnerabilities
as they use digital payment systems: access-based, identity-based,
financial, and informational vulnerabilities. Although these vulner-
abilities are not exhaustive, we observed how merchants frequently
experience them across all three stages of the Moneywork lifecycle.
McDonald & Forte emphasize the need to articulate such vulner-
abilities to recognize the unequal harms inflicted on marginalized
populations by different systems of oppression [51]. Doing so can
help to give voice to these communities and create more equitable
designs. Calo [15] adds depth to McDonald and Forte’s argument
by indicating how specific socio-technical situations can also con-
tribute to an individual’s vulnerability, which we saw when agents
were coerced into adopting digital payment systems they did not
understand. Both McDonald & Forte [51] and Calo [14] argue that
failure to uncover and prevent such vulnerabilities can contribute
to opportunities for fraud, thereby putting marginalized individu-
als in harm’s way. Both McDonald & Forte’s [51] and Calo’s work
[15] suggest a linear relationship: socio-technical actions lead to
vulnerabilities, creating the potential for fraud, which leads to harm.
Our findings, by contrast, suggest a cyclic relationship between
vulnerability, potential for fraud, and consequent harm (see Figure
3). We see how participants’ vulnerabilities expose them to fraud
and harm that further contribute to new vulnerabilities, leading
to exacerbated consequences when compared to previous perspec-
tives that treat vulnerability as part of a linear process. This cyclic
behavior was evident across all stages of the Moneywork lifecycle.
For example, in the pre-transaction phase, agents used coercion
and fear-instilling techniques to take control of the merchant’s
smartphone. Loss of control of their own device contributed to
access-based vulnerability, which opened up opportunities for agents
to commit fraud. Agents utilized this chance to not only peek into
merchants’ personal information, but also steal their money by
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entering their own financial details. As a result, merchants expe-
rienced privacy harm when their information was openly shared
by agents outside the legal structures set by companies (i.e., on
WhatsApp). They also experienced livelihood harm due to financial
theft. Calo defined such instances as objective harm, where individ-
uals experience measurable negative consequences due to fraud
[14]. In addition to objective harm, Calo also discusses subjective
harm as an unwanted perception of observation, such as anxiety,
embarrassment, and fear that stem from the belief that one is being
monitored. Our findings show merchants experienced subjective
harm in the form of helplessness and loss of agency when they lost
control of their device and were unable to do anything once agents
controlled their phones.

Such harms in the pre-transaction phase further motivated socio-
technical practices that led to vulnerabilities in the at-transaction
phase. For instance, merchants’ loss of agency and lack of training
led to a problematic reliance on only a small set of features, like
SMS, to safeguard their finances. This enabled fraudsters to take
advantage of merchants’ vulnerability by showing screenshots of
old transactions, or physically manipulating the QR code stickers
in merchants’ shops. These frauds resulted in both the objective
harm of livelihood loss, as well as subjective harm as merchants felt
humiliated when customers blamed their lack of technical know-
how and publicly embarrassed them.

The livelihood harm pushed merchants, in the post-transaction
phase, to seek support from both companies’ customer support and
from agents. The ineffectiveness or lack of such support then further
contributed to information vulnerability, opening up opportunities
for SMS-based financial fraud when fraudsters posed as customer
care agents. Significant financial losses through these frauds led
to stress and anxiety for merchants, and further exacerbated liveli-
hood and privacy harms. These findings are particularly concerning
as digital payment systems expand to account for larger portions
of merchants’ overall financial transactions. A 2019 study of au-
torickshaw drivers who adopted digital payment systems showed
that they used digital payments sparingly, preferring cash payment
[57]. Autorickshaw drivers considered digital payment systems as
a money-guard, primarily for saving secondary income [57]. In our
study, we saw that this is not the case. Companies use lucrative fea-
tures, such as cashback and microloans, to push adoption of digital
payments for customers and merchants alike. This has increased
the portion of merchants’ overall income that flows through digital
payment systems, with larger amounts of money in their digital
wallets making merchants more financially vulnerable.

We saw how merchants tried to minimize the harms they expe-
rienced by adopting creative coping strategies, such as displaying
the photos of culprits to warn other customers or restricting who
could pay via digital payment services. Calo argues that such cop-
ing mechanisms are defense strategies exhibited by the victims to
minimize the extent of harm in their lives [14]. We observed that
merchants did a substantial amount of work devising and imple-
menting such coping strategies. They also spent a large amount of
time and energy trying to obtain support from companies’ customer
support and agents, all of which resulted in increased burdens and
more labor for these low-income merchants. Previous studies have
reflected on the additional labor marginalized populations had to
perform in the form of articulation and mobility work to make
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digital money work [57, 69]. For instance, rideshare drivers had to
perform additional mobility work to convert digital money to cash
because they did not use digital money for other things [57].

In our study, merchants’ experiences of fraud pushed them to
perform additional articulation and mobility work. We saw several
instances where merchants had to argue against the fraudulent
activities that customers conducted during transactions. When that
did not work, they had to perform mobility work to repurpose
technology to capture customers’ photos, print it out, and stick it
on their shops. Such actions required additional work and increased
the burdens on these low-income workers.

Implications for digital payment systems. Our findings sug-
gest that companies’ current models for recruiting, onboarding,
training, and supporting low-income merchants are not sufficient.
The agents who are employed to recruit merchants are paid only
according to the number of merchants that they onboard. This
incentivizes agents to rapidly onboard as many merchants as pos-
sible, leading to coercive and fear-instilling practices. In addition,
although agents are supposed to deliver essential training to mer-
chants and help them to install the app and create an account
themselves, we saw that in practice agents do not follow these
steps because they do not receive compensation for these activi-
ties. Instead, agents’ current practices often nullified the safeguards
that companies’ policies outlined to protect merchants’ interests
(e.g., that agents are prohibited from handling merchants’ phones).
We argue that companies’ fixation on onboarding and subsequent
failure to ensure proper training and support for merchants is
detrimental to companies’ in the long run, since merchants who
experienced fraud or other harms frequently reduced or stopped
accepting payments via the app.

Better onboarding practices could be achieved, for example, by
changing agents’ current incentive structures to reward agents
who take the time to properly train merchants and ensure they
have agency in the onboarding process. Agents can also make
merchants aware of possible vulnerabilities and common frauds,
and help merchants to develop bottom-up strategies to protect
themselves. Reflection of these merchant-sustaining activities in
agents’ incentive models would encourage agents to spend more
time with merchants and develop deeper relationships.

Beyond merchant onboarding, companies could employ agents
to act as merchant care agents who are trained in supporting and
sustaining merchants through empathy in all the stages of the
Moneywork framework. Ensuring that agents are available in an
area to visit merchants’ shops and help them troubleshoot issues
and challenges with digital payment systems could help to reduce
merchants’ vulnerabilities and subsequent fraud. Previous studies
in HCI4D, especially in financial and health settings, have shown
that agents can be reliable entities to oversee care-based socio-
technical strategies that aid vulnerable populations [40, 55]. For
instance Morawczynski et al. show that agents played a key role
by providing vital financial education to rural populations [55].
Providing support to merchants at all stages of the Moneywork
framework could help to break the cycle of vulnerabilities, frauds,
and harms we encountered and reduce instances of merchants
abandoning digital payments.
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Finally, companies can further strengthen their merchant safe-
guard policies by better integrating them with existing government
and non-profit efforts. For instance, the Indian government has
developed and executed the Ombudsman Scheme for Digital Trans-
actions to protect the interests of merchants by enabling them to
share their challenges and concerns [61]. However, the initiative
lacks systematic integration with the policies of digital payment
companies, resulting in large quantities of unresolved issues. Com-
panies have opportunities to integrate their internal policy efforts
with such external initiatives to further minimize the harms experi-
enced by merchants who use their payment systems. We argue that
providing better support and protections for merchants is in-line
with the companies commercial interests, since these efforts can re-
duce the number of merchants who abandon and/or refuse to adopt
digital payment apps, while also improving merchants’ wellbeing.

6 CONCLUSION AND LIMITATIONS

Our qualitative study examined the socio-technical interactions
that low-income merchants engage in as they use digital payment
systems. Informed by vulnerability literature and the Moneywork
framework, we show how merchants experience four different
types of vulnerabilities (access, identity, financial, and informa-
tional) when they interact with the agents and adopt and use digital
payments. These vulnerabilities in turn contributed to fraud by
agents, customers, and external fraudsters, leading to both subjec-
tive and objective harms. We show how merchants devise coping
mechanisms to mitigate these harms, which adds to their burden
and creates more work for them. We end by proposing a cyclic
model of vulnerabilities and discuss practical implications for mini-
mizing these vulnerabilities and improving merchants’ experiences
with digital payments.

Our study has several limitations. In addition to the inherent
limitations of qualitative research, such as a small sample size and
limited generalizability, we acknowledge that our findings capture
predominantly male experiences, since all but one of our partici-
pants were men. We did not encounter any women agents in any of
our fieldwork, finding this profession to be entirely male dominated.
Although there are a few women merchants who run makeshift
shops, they are still a minority. In addition, the author who con-
ducted the fieldwork is a man, and women merchants may have
been uncomfortable to be observed and interviewed by a man that
they did not know. We would expect that women merchants might
have different experiences that our findings do not cover and we
plan to conduct future studies that explicitly engage women. We
note also that future work should also engage with companies to
elicit their perspectives on the digital payment ecosystems they
create and support.
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